City of Long Beach Department of Technology & Innovation

COVID-19 Response, Planning, Resiliency and Recovery

May 27, 2020




COVID-19 Response and Planning
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CORONAVIRUS DISEASE 2019
C#%VID-19

3/16- Closure of City Facilities, employees
1/22 - Health Dept monitoring of outbreak started to telework

Key Dates for Long Beach

2/26 - Started prep for COVID response 3/19 - Safer at Home Order

3/4 - Local Emergency declared, IMT activated  3/25 - First City Employees test positive
3/9 - First COVID Case in Long Beach 4/10 - Safer order expanded and extended
3/13 - EOC activated, TID DOC activated 5/8 — Started reopening
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City of Long Beach case count as of 5/26/2020 at 12:01 AM



Keeping City Employees Safe & Informed

 \WWork from home where
possible

» Physical Spacing onsite
» Rotating Shifts onsite

 \XWeb conference / Phone

EMPLOYEE COMMUNICATIONS FAQS & GUIDANCE

calls
« Home-office tech support } J CORONAVIRUS
* PPE and cleaning onsite A Stay Informed
. Importapt Employee . 4 9@
Messaglng .:7 3 i { 3LBHealthDept

WORKING FROM HOME CITY HEALTH UPDATES CDC UPDATES
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TID Response

» Activated TID DOC virtually:

* Rolled out Remote Tech securely (Laptops,
VPN, MiFis, WebEx, Unified Inbox, Soft
Phones, Office 365, Teams, WVD)

* Provided/Supported tech infrastructure &
equipment for IMT, EOC, JIC, DOCs

« Support critical systems and enable New
Applications/E-Business

« Support City's data needs for response and
planning (dashboards, GIS, Zencity, etc.)

« Focused Communication & Support

Communication

TID - Work From Home Toolkit

Cisco Unified Messaging

Unified Messaging - 2

Cisco Webex Rollout

Cisco Webex - 2

Cisco Webex Tips & Tricks

Cisco Webex Tips - Types of Meetings

Cisco Webex for Public Meetings

Cisco Webex for your phone

Cisco Webex - Schedule a Meeting without a host

Employee Email

Forward Your Calls

How to schedule Webex conference calls from your

browser

Opening a Shared Inbox in Office 365




Example
Cyber
Awareness
Email

Weekly Cyber Tips for Working from Home - Phishing Emails and Social Media

‘While workiing remotely. be cautious when opening emails that reference the conpnavinus. You should also be cautious when
using social media platfonms to ensure that you are engaging with bagitimate pecple and not imposters.

How to protect yourself (and the City):
Here ane soame lips o belp you recognize malicious emails and awoid becoming & victim of frsud, identity theft, snd axpogune
oy b

+  Be especially cauthous with emalls claimang to be from experts saying that they have information about the vins. For

the most up-to-date information about the corenavinus, visit the City's welbpage that specifically addresses the

e wiwnwlongbeach.gov COVIDT 9

Exercios caution before apening emails, diddng Bnks, visiting websites, of making donations to cononasinis nelief
efforts

‘Watch for a sense of ungendy in the message, If the message ks demanding immediate action, consider that it may

be & phishing message

Meser respond 1o requests for personal information wien they ask tor your name, phone number, so0al secunty
naurmiber, crediit card, bogin credentials, etc

Mestages with speling andfor grammatical emors are often indicators of phishing. Legitimate emails rarely have
thatae Typies of matbakes.

Hower over any embedded links or buttons in the message to examine the web address that appears. This can
proside a chue to where the link will take you.

‘Watch out for unexpected attachments, If youw are not expecting an email with an attachmend, check with the sender
[ yous actually know the sender)

G mot wisit unbrusted or unfamiliar websites to view an event or information regarding the coronawins. Malicous
websites often imitate legitimate websites. but the LIEL may use a variation in spelling or a different domain {e.g.. .com
VE g

To prabect your can social media sccounts, consider enabling and using Muliractor Authentication (MFA) on the
social media platform. This means that you are using tao types of authentication o verkfy wour identity bedone
logageng in 1o the site and provides an exira liner of security.

If any City employes has been a victim of this type of socal engineering technigque, please contact the TID Help Desk at 562-570-
G100 immediately.

For mose information on cyber security, check out hitpofibnetfovbersecuity
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COVID-19 Dashboard

CVID".Q LONG BEACH UPDATES Rate of Cases per 100K Population by Zip Code

Source: City of Long Beach Department of Health and Human Services

Dashboard updated on 05/26/2020, data accurate as of 12:01 AM 05/26/2020 - N E— COVID-19 Cases

The below information reflects data currently available at the time this report is generated Information is subject to change over time and as new data becomes available. L™ 9'}305
Rate of Cases per 100K

Lowest Rate
Number of COVID-19 Cases per 100k COVID-19 Cases by Age

b Highest Rate

@ City of Long Beach @City of Los Angeles ® Los Angeles County @ 5State of California Age Group Count  Percent
600 . 0-9 28 1.74%
5:‘7 10-19 46 287%
500 20-29 236 14.70%
= .,.-"458'00 30-39 301 18.75%
2 200 40-49 235 14.64%
& 343 50-59 250 16.14%
2 50-69 235 14.64%
g% 70-79 130 8.66%
i 80-89 81  5.05%

g 200 90+ 45  2.80%

Gender Count Percent \ e ’ Ll '
0 2 6 _ = 0 - - __I- \ '
Apr 2020 May 2020 Male 794 49% L

Date Female 811 51%
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COVID-19 Resiliency and Recovery
through Technology
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Governor’s Six Key Indicators for Reopening

1. The ability to monitor and protect our communities through testing, contact
tracing, isolating, and supporting those who are positive or exposed,

2. The ability to prevent infection in people who are at risk for more severe
COVID-19;

3. The ability of the hospital and health systems to handle surges;
4. The ability to develop therapeutics to meet the demand,

5. The ability for businesses, schools, and child care facilities to support
physical distancing; and

6. The ability to determine when to reinstitute certain measures, such as the
stay-at-home orders, if necessary.

CITY OF

LONGBEACH




) 4

STAGE 1:
Safety and
preparedness

Make workplaces
safe for our
essential workers.

STAGE 2:
Lower-risk
workplaces

Gradually reopen
retail (curbside
only),
manufacturing &
logistics. Later,
relax retail
restrictions,
adapt & reopen
schools, child
care, offices &
limited
hospitality,

personal services.

California’s Resiliency Roadmap

)

STAGE 3:
Higher-risk
workplaces

Adapt and reopen
movie theaters,

religious services,

& more
personal & hospit
ality services.

)

STAGE 4:
End of Stay
Home Order

Reopen areas of

highest risk: e.g.

Concerts,
conventions,
sports arenas.

Technology will play a
critical role in supporting
Long Beach's reopening
efforts in a data-
informed, equitable,
and safe manner.
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Long Beach Resiliency Framework

Qqarantlne &. =ty Chlldhoqd 2 Older Adults Business Practices Public Spaces MEE R CEI
Isolation Expansion Youth Capacity Wellness

Woven throughout: Metrics & Technology

Ex: Contact tracing Ex: Hotspot and device Ex: Websites for Ex: Public Wi-Fi Ex: Telehealth apps
apps loan program small businesses,
digital City services
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Technology Principles for Resiliency

1. Digital Inclusion - Consider that Long Beach residents, workers, business owners and
students without access and use of Internet and/or computers will have difficulty
accessing City communications, services, and programs. Have a plan in place for how
we Wwill inform the greater Long Beach community affected by the digital divide about
new resiliency programs.

2. Data - Consider what systems are required to collect data to measure the success of
our programs. Read the Monitoring & Evaluation section of the Equity Toolkit for
examples. Consider what systems we may need to store data, and integrations
needed between systems. Also consider how we can publicly share any data
collected.

3. Adaptive - Technologies should be consistent with the Governor's reopening strategy
and provide both immediate short-term and long-term broader benefits for reopening.
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http://longbeach.gov/globalassets/health/healthy-living/office-of-equity/clb_toolkitbook_singlepages

Technology Principles for Resiliency

4. Relation to Public Health and Safety - Use of technology should be directly
related to improving public health, mental health, safety, and wellbeing of
Long Beach residents, and should be used expressly for that purpose.

5. Privacy by Design - Any technology used must respect the privacy of users,
particularly when using highly sensitive data such as healthcare data. Use of
technology should be voluntary for the public and adhere to notice and
consent.

6. Responsiveness - Technologies to support COVID-19 mitigation should not be
stand-alone measures but should supplement a comprehensive approach.
They should draw upon the existing expertise, needs, and requirements of the
Health Department and general public.

CITY OF

LONGBEACH




We are seeking your input! Do you have recommendations for...

1. Technology resources the City
can leverage to support For more information, please contact:
COVID-19 resiliency and

reopening efforts? Ryan Kurtzman
Smart Cities Coordinator

City of Long Beach

2. ldeas for related technology ryankurtzman@longbeach.gov
programs or strategies? 0: 562-570-6911

3. Grant opportunities for Or send ideas to us via an
technology to aid in City's
resiliency efforts?
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mailto:ryan.kurtzman@longbeach.gov
https://forms.office.com/Pages/ResponsePage.aspx?id=wxE_MWhCak-NO8fmUBg-eHB7AEUrPUZPjQZ94pw4JYJUQUlHUEZKVFNJN1JZSkFSNDJMUENKNlozQi4u
https://bit.ly/3boPHhx

