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CALIFORNIA SEXUALLY TRANSMITTED DISEASES PROGRAM

STD Program Management
Awsarded By
THE CALIFORNIA DEPARTMENT OF PUBLIC HEALTH, hersinafter “Dapartment”
TO
City of Long Beach, hereinafier “Granies”
Implementing the project “Core STD Program Management,” hereinafier “Project”

CRANT AGREEMENT NUMBER 18-10545

The Department awards this Girant and the Grantee accepis and agrees 1o use the Grant funds
as follows:

AUTHORITY: The Department has authority 10 grant funds for the Project under Health and
Safety Code Section 131085(a).

PURPOSE: The Depariment shall provide a grant to and for the benefit of the Grantee. The
purpose of the grantis © implement evidence-based public health aclivitiss o proactively
address sexually transmitted diseases within the local health jurisdiction, with an emphasis on
the prevention and control of infectious syphilis, congenital syphilis, gonorthea, and chlamydia
trachomatis infection as described and specified in the Scope of Work.

GRANT AMOUNT: The maximum amount payable under this (Grant shall not exceed Four
Hundred Fifty-Five Thousand, Fifty Dollars {5455.050).

TERM OF GRANT AGREEMENT: The term of the Grant shall begin on July 1, 2019 and

terminates on June 30, 2024. Nofunds may be requested or invoiced for services performed or
posts incurred after June 30, 2024
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COPH 1220 (32019

FROJECT REPRESENTATIVES: The Project Representatives during the term of this Grant

will be:
{-alifornis Uepariment of Public Health Grantes: Oy ofLong Besach
Name; Karlo kEslacio Namae: Belinda Pradd
Chief, Business Oparations ' HIV/STD Surveillance Coordinator
Support Section
Address: PO Box 987377, MS 7320 Address: 2525 Grand Avenue
City, zp, Sac;'amez}ta CA 95899 737? _ City, Zip: i_wg Beaeh CA 90815
T Prone: CR 8} 5538820 | Phone:  [562) 570-4313
Fax: (616) 440-5108 Fax (562} 570-4374
Email.  Karlo Estacio@icdon.ca.gov Email belinda. prado@longbeach qov
Direct all inguiries to;
California Department of Public Health Grantse: iy of Long Beach
87D Conirol Branch
Altention: "Chylstine Johnson MName: Belinda Prado
Grant Manager : HIV/STD Surveillance Coordinator
Address: P.O. Box 987377, MG 7320 Address: 2578 Grand Avenue
City, Zip! - Bacramento, CA 95888-7377 City, Zip:  Long Beach, CA 80815
Phone: {818} 552-8798 Phone: (562) 570-421 3
IFax.  (516)6366454 [Fax (382) 5704374
Email Christine dohnson@cdoh ca.gov | Email: velinda prado@longbeach.gov
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All payments from CDPH to the Grantee shall be sent to the following address:

Grantee: Gty of Long Beach

Attention “Cashier:” Dr. Anissa Davis
Health Officer

Address: 2525 Grand Avenue, Room 280
City, Zip: Long Beach, CA 80815

Phone: {EB2) 570-4047

| Fax: (562} 570-4049

Email: anissa davis@iongbeach gov

Either party may make changes to the Project Representatives, or remittance addréss, by giving
a written notice to the other party. Said changes shall not require an amendment to the
agreement. Note: Remittance address changes will require the Grantee to submit a completed
CDPFH 8083 Governmental Entity Taxpayer ID Form or STD 204 Payee Data Record Form
which can be requested through the CDFPH Project Representatives for processing.

STANDARD PROVISIONS. The following exhibits are attached and made a part of this Grant
by this reference:

Exhibit A SCOPE OF WORK

Exnibit B BUDGET DETAIL AND PAYMENT PROVISIONS

Exhibit C STANDARD GRANT CONDITIONS

Exhibit D ADDITIONAL PROVISIONS

Exhibit E STD LOCAL ASSISTANCE FUNDS — STANDARDS AND GENERAL
TERMS AND CONDITIONS

Exhibit F CALIFORNIA STD AND ENHANCED HIV/AIDS CASE REPORTING

SYSTEM DATA USE AND DISCLOSURE AGREEMENT
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CDPH 1229 (572018}

GRANTEE REPRESENTATIONS: The Grantee(s) accept all terms, provisions, and conditions
of this grant, including those stated in the Exhibits incerporated by reference abave. The
Grantee(s) shall fulfill all assurances and commitments made in the application, declarations,
other accompanying documents, and written communications (e.g., e-mail, corraspondence)
filed in support of the reguest for grant funding. The Grantee(s) shall comply with and require iis
contractors and subcontractors to comply with all applicable laws, policies, and regulations.

IN WITNESS THEREOF, the parties have executed this Grant on the dates set forth below.

Executed By:

Date: A\l g PO

AL Jor
Thomas B. Modica i

Acting, City Manager EXECUTED PURSUANT
City of Long Beach TO SECTION 301 OF

411 W Ocean BoulevardTiiE GITY CHARTER
Long Beach, CA 80802

A

Loy Bt

Jeff Mages, Chief  #

Contracts Management Unit

Californig Department of Public Health
1616 Capitol Avenue, Suite 74.262
P.G. Box 997377, MS 1800 - 1804
Sacramento, CA §5800-7377

Date: }j ‘gzj i

APPROVED ASTO FORM
IS 5526
N, City Altorney

CHARLES

B
! TAYLOR M. ANDERSON

DEPUTY CITY ATTORMNEY
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Exhibit &
Scope of Work

1. Service Overview
The Grantes will implement public health activities to monitor, investigate, and prevent Sexually
Transmitted Diseases (8TD) within the local heaith jurisdiction. California Department of Public
Heailth (COFPH) 8TD surveillance data indicate that over the past five years, there were continued
increases in infectious syphilis, congenital syphilis, gonorrhea, and chlamydia trachomatis
infection across the state. The increases in syphilis among women, including pregnant women,
and the devastating impact of congenital syphilis is of particular concern. Local health
jurigdictions should use these funds to augment local funding for comprehensive 8TD prevention
and control activities.
Key strategic targets for STD prevention and conirol are: implementation of case-based
surveillance; assurance of imely access to quality clinical services; verification of appropriate
STD treatment; investigation of reported cases, unusual diseases, or outbreaks; identification of a
STD patient’'s sexual and social network contacts and referral for examination and/or treatment to
prevent further disease transmission or complications; and health education and health promotion
activities to prevent STDs and enhance awareness of individuals at risk for STD, medical
providers, and other service providers within the community.
2. Service Location
The services shall be performed at applicable facilities in the City of Long Beach.
3. Service Hours
The services shall be primarily provided Monday through Friday, fror 8:00 a.m. to 5:00 p.m. and
inciude evenings, weekends, and holidays as needed.
4 Services to be Performed: Core STD Program Mahagement
Parti: Survegillance: Assure guality case-based surveillange.
, Activities | Performance Indicators/Deliverables | Timeline '
A Assure comp leteness arzd acczzracy Key population specific variables are as Q7/01/18 -
of key data variables through review | follows: 06/30/24
of laboratory and provider reports, For females — all stages of syphilis:
suz\ieiiia{%ce system documentation, = Proportion of early syphilis cagses with
and public health follow-up of early complete data for the fallowing key
syphiils cases. variables:
> Pregnancy status (famales ages
12-44)
> Estimated Date of Delivery (EDD),
if pregnant

# Treatment date, stage-appropriate
medication and dosage
» MV status
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Exhibit A

Scope of Work

Page 30of 13

Part i Disease Intervention: Conduct disease intervention and partner services to prevent
further transmission {community and mother-child}.
- 0 BActivities Performance Indicators/Deliverables  +  Timeline
A. Ensure timely investigation of all Using tempiate provided by CDPH STD 07/01/18 ~
Control Branch, indicate LHJ priorities for | 06/30/24

reported reactive serologic tests for

syphilis {reactors):

1. Process syphilis reports using the
Syphilis Reactor Alert System
(SRAS) Guide to identify priority
reactors for investigation,
inciuding reactors among females
of reproductive age (12-44 years
oid), all reactors among neonates
and children, reaciors with titers
of 1:32 and above regardless of
gender or age, and all primary
and secondary syphilis cases
reported regardiess of gender or
age.

2. Conduct record search on all
incoming syphilis reactors
regardless of gender or agse,
including searching the
surveillance regisiry to determine
history of syphilis, verify adequste
freatmeant status at appropriate
infervals including appropriate
intervals between doses among
females, and assess post-
treatment titer levels,

3. Obtain data from medical
providers or slectronic medical
record searches to verify patient’s
diagnosis, signs and sympitoms at
time of exam, syphilis tests_and
stage-appropriate treatment for
priority reactors as determined by
tha SRAS, :

public health follow-up of syphilis reactors.
Proportion of all sarly syphilis cases that
are treated appropriately within 7 days of
initial report 1o iocal health department.
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Exhibit A
Scope of Work
. Activities = Porformance ndicators/Deliverables. | Timeline
3. Enswe that female sexual and
needle sharing partners of male
early syphilis cases receive;
¢ notification of exposure or risk
for syphilis;
s Hmely syphilis tegting and
stage-appropriate treatment,
according to CDC STD
Treatment Guidslines;
s referrals to prenatal care or
family planning services, as
needed;
« timely testing for HIV and
linkage to HIV care, 33
needed;
s comprehensive interview,
including contact
tracing/pariner elicitation, for
those newly diagnhosed.

C. Facilitate congenital syphilis case = Proportion of pregnant female syphilis 0710119 -
management: cases {all stages) with documentation of | 06/30/24
1. Document birth outcomes for al} birth outcome on the Congenital Syph is

pregnant females with syphilis, Case Report Form.
2. Ensure that all neonates exposed |« Proportion of pragnant female syphilis

to syphilis receive a
comprehensive medical
evaluation for evidence of

congenital syphilis, per CDC STD

Treatment Guidelines,

cases (all stages) who did not deliver a
baby with congenital syphifis (Congenital
Byphills Prevention Ratio).

v Proportion of neonates exposed to any
stage of syphilis with appropriate infant
medical evaluation and freatment per
CDC recommendations, including
noonates that ars classified as congenital
syphilis stillbirths, confirmed cases,
probable cases, and non-cases.




City of Long Besach
Grant 18-10545

° Activities. |
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Exhibil A
Scope of Work
| Performance Indicators/Deliverables | Timeline

céﬁdiiisns such as §ym§3hogranzziozﬁé
venereum or ccular syphilis.

> Sexual and social network
investigation

7 Field investigation, community
ocutreach and scregning events

Place g checkmark in
the box only if Grantee
plans to subcontract.

Cptional

[ 1 F. Subcontract with community-
based or cther organizafions io
ensure success of core 51D
program funciions {check box if
conducting this activily).

Subcontract with community or other
organizations, if needed.

Optional SOW Narrative: LHJ has new or innovative tasks that are not part of current Part Il aclivities.
Describe the specific methods and approaches that will be used to complete the activities selected for
this objective. Briefly describe the anticipated scope of the proposed activities, deliverables, and a
projected timeline, including the approximate beginning and ending month and vear for each major

activity.

RGeS

<L Performance Indicators/Deliverables

 Traeling

Not applicable




City of Long Beach

Grant 19-1058458

pians fo subconiract.

{1 D. Bubcontract with community-
based or other organizations to
ensure success of core 87D
program furictions (check box if

- conducting this activity}.
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Exhibit &
Scope of Work
- Activities | DPerformance indicators/Deliverables | Timsline
Optional: Place a checkm&k in Subcontract with community or other 070416 —
the boxonly if Grantes | organizations, if nesded. 06/30/24

Optional SOW Narrative: LHJ has new or innovalive tasks that are nol part of current Part U] activities.
Describe the specific methods and approaches that will ba used to complete the aclivities selecied for
this objective. Briafly describe the anticipated scope of the proposed activities, deliverables, and a
projected timeline, including the approximate beginning and ending month and year for each major

activity,
_ Activiles = Perdormance Indicators/Deliverables | Timeline
MNot applicable
Part IV: Health Promotion: Increase 8TD/sexual health awareness and primary prevention,
' _ Activities | Performance Indicators/Deliverables | Timeline
@?TEQN&L ACTIVITY: Piace @ & [Description of activities in the End-of- 070118 —
checkmark in the box only if Grantes Year Report, including: 06/30/24

plans to participate in this activity.

(1 A, Coliect and review data fo
undersiand root causes of
disparities in the Jocal community;
develop a plan to address
digparities among African
American and Latino/a
populations.

¥ description of local disparities

» number of collaborator sites

> activities to address disparities

= other relevant program ocutcomes
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Exhibit A
Scope of Work
 Activities | Performance Indicators/Deliverables | Timeline
Optional Place a checkmark in Subcontract with community or other 07/01/18 —
the box only if Grantee | organizations, if needed. 06/30/24

plans to subcontract

T E. Subcontract with community-
based or other organizations to
gnsure suceess of core 57D
programfunctions {check box if
conducting this activity).

Optional SOW Narrative: LHJ has new or innovative tasks that are not part of current Part IV activities.
Describe the specific methods and approaches that will be used to complete the activities selectad for
this objective. Briefly describe the anticipated scope of the proposed activities, deliverables, and a
projected timeline, including the approximate beginning and ending month and year for each major
activity.

. Activiies | Performance Indicators/Deliverables | - Timeline

Not applicable
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City of Long Beach
Grart 19-10545
Page 13 of 13

Optional SOW Narrative: LHJ has new or innovative tasks that are not part of current Part V activities.

Describe the specific methods and approaches that will be used to complete the activitiss selected for
this objective. Briefly describe the anticipated scope of the proposed aclivities, deliverables, and a
sioiected timaling, including the approximate beginning and ending month and year for each major

activity.

~ Activiies | Performance Indicators/Deliverables = |

Timelins

Not applicable

8. Summary of Reguired Reports and Data

Report Reciplent

Frequency Timsframe Deadiine Agtivities

Annual 07/01/2019 ~ 06/30/2024 | 07/31/2020 | Partii -V | STDLHJContracts@cdph.ca.gov
0773172021
0773472022
07/31/2023
06/30/2024

Ongoing 7/01/2019 — 8/30/2024 Ongoing, 8T Case | CalREDIL data system, or by
within 45 Closure other means per agreement
days of between the local STD Control
fgpeﬁ: to ’f{he Ofﬁﬁef and the STDCB

LHJ
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ExhibiiB
Budget Detail and Payment Provisions

1. Invoicing and Payment

Al

Upon completion of project activities as provided in Exhibit A, Scope of Work,
and upon receipt and approval of the invoices, the State agrees {o reimburse the
Grantee for activities performed and expenditures incurred in accordance with
the costs specified herein.

Invoices shall include the Grant Number and shall be submitted in duplicate not
more frequently than quarterly in arrears {0:

Chyristine Johnson

California Department of Public Health
STD Conirof Branch

MS 7320

P.O. Box 997377

Sacramerto, CA 95899-7377

Ivoices shall

1 Be prepared on Grantee letterhead. [If invoices are not on produced
lettorhead invoices must be signed by an authorized official, employee, or
agent certifying that the expenditures claimed represent activities
performed and are in accordance with Exhibit A, Scope of Work, under
this Grant.

2) Bear the Grantee's name as shown on the Grant.

3 identify the billing and/or performance period covered by the invoice.

43 itemize costs for the billing period in the same or greater level of detait as
indicated in this Grant. Subject to the terms of this Grant, reimbursement
may only be sought for those costs and/or cost categories expressly
identified as allowable in this agreement and approved by CDPH.

invoices must be submitted no more than forty-five (45) calendar days after the

end of each guarter unless a later or alisrnate deadline is agreed fo inwriting by
the program Grant Managsr.

2. Budget Contingency Clause

A

1t is mutually agreed that if the Budgst Act of the current year andior any
subsequent years covered under this Agresment does not appropriate sufficient
funds for the program, this Agreement shall be of no further force and effect. In
this event, the State shall have no liability to pay any funds whatsoever {0
Grantee or to furnish any other considerations under this Agreement and
Grantes shall riol be obligated to fulfilt any provisions of this Agreement.
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Exhibit B
Budget Detail and Payment Provisions
C. in accordance with California Assembly Bill 1887 (Chapter 687, Statutes of

2018), and Government Code Section 11139.8, travel is prohibited to states that,
enact the following after June 26, 2015

1.

A law that voids or repeals, or has the effect of voiding or repealing,
existing state or local protections against discrimination on the basis of
sexual orientation, gender identify, or gender expression.

Alaw that authorizes or requires discrimination against same-sex couples
or their families or on the basis of sexual orientation, gender identify, or
gender expressian.

A law that creates an exemption o anfidiscrimination laws in order to
permit discrimination against same-sex couples or their families or on the
basis of sexual orientation, gender identify, or gender expression.

The Caiifornia Attorney General's webpage lists the. states to where fravel is
prohibited.

R The total budget amount for out-of-state travel shall not exceed five (5) percent of
the total annual budget of this grant agreement.

Use of Funds / Supplanting

These funds shall be usad fo supplement and enhance existing local STD program
activities and services and shall not replace existing services and activities, prevent the
addition of new services and activities, and does not duplicate regimbursement of cosis
and services received from local funds or other sources.

Proper Use of Fungs

A The funds for this grant agreement may be usad for:

1.

2.

Local health jurisdiction staff fo support STD prevention and control
activities.

Out-of-state travel to confaerences and meetings, except te prohibited
states as provided in 8.C. above. Travel costs may include travel and per
diem for local leadership and other relevant staff {listed in the budgst as
in-kind support) to attend the Annual California STD HIV Condrollers
Association Membership Meeting, Annual STDGB Statewide Meeting
(e.g., Congenital Syphilis Prevention Forum), National STD Prevention
Ceonferancs, or other national forums ag relevant. Prior written approval
for out-of-state travel approval must be obtained from STDCH and shail
not exceed five (5) percent of the total annual budget of this grant
agreement.

in-state fravel to supportiocal capacity building, except o prohibited
states as provided in 8.C. gbove. This includes fraining course fees,
fravel, and per diem to suppaort enhancement of knowladge, skills, and
abilities of Dissase Intervention Workforce:{e.q., Passport o Pariner
Services, Phlebotomy, Cultural Humility), or other staff essential to STD
prevertion and condrol.
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Exhibit B
Budget Detall and Payment Provisions

The purchase, fease, or other support of county vehicles or mobile testing
units.
Construction, rencvation, improvement, or repair of property.
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Exhibit C

Standard Grant Conditions

APPROVAL: This grant is of no force or effect until signed by both parties and
approved by the Department of General Servicas, if required. The Grantee may not
commence parformance until such approval has been obtained.

AMENDMENT: No amendment or varigtion of the terms of this grant shall be valid
unless made in writing, signed by the parties, and approved as required. No oral
understanding or agreemant not incerporated in the grant is binding on any of the
parties. In no case shall the Depariment materially alter the scope of the project set
forth in Exhibit A o o ' )

ASSIGNMENT: This grant is not assignable by the Grantes, efther in whole or in pari,
without the written consent of the Grant Manager in the form of a written amendment to
the grant.

AUDIT: Grantee agrees that the Department, the Bureau of State Audits, or their
designated representative shall have the right to review and to copy any records and
supporting documentation pertaining to this grent. Grantee agrees to maintain such
records for a possible audit for a minimum of three (3} vears after final payment or
completion of the project funded with this grant, unless a longer period of records
reterition is stipulated. Grantee agrees to aliow the auditor(s) access o such records
during normal business hours and 1o allow interviews of any employses who might
reasonably have information related 1o such records. Further, Grantee agrees to include
a simitar right of the State to audit records and interview staff in any subcontract related
to the project.

CONFLICT OF INTEREST: Grantes certifies that it is in compliance with all applicable
siate andfor fedsral confiict of interest laws.

INDEMNIFICATION: Grantee agrees 1o indemnify, defend, and save harmless the
State, its officars, agents, and employees from any and all claims and losses accruing or
resulting fo.any and all contractors, subcontractors, suppliers, laborers, and any other
parson, firm, or corporation furnishing of supplying work services, materials, or supplies
in.conmaction with the project; and from any and all claims andiosses acoruing or
resuiting to any person, firm, or corporation who may be injured or damaged by Grantee

in the parformance of any activities related 10 the project.

FISCAL MANAGENENT SYSTEMS AND ACCOUNTING STANDARDS: Grantee
agrees thal, at a minimum, its fiscal control arid accounting procedures will be sufficient
o permit tracing of all grant funds to a level of expenditure adequate to establish that
such funds have not been used in violation of any applicable state or federal law, or the
provisions of this grant. Grantee further agrees that i will maintain separate project
accounts in accordance with generally accepted accounting principles.

GOVERNING LAW: This grant is govermnead by and shall be interpreted in accordance
with the laws of the 3iate of Califerpia.
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Exhibit ©

Standard Grant Conditions

RELATED LITIGATION: Under no circumstances may Grantee use funds from any
dishursement under this grant to pay for costs associated with any litigation between the
Grantee and the Depariment.

RIGHTS IN DATA: Grantee and the Department agree that all data, plans, drawings,
specifications, reports, computer programs, operating mantals, notes, and other written
or graphic work submitted under Exhibit A in the performance of the project funded by
this grant shall be in the public domain. Grantee may disclose, disseminate, and use, in

whole orin part, any final form, data, and information receivid, collected, and developed

under this project, subject to appropriate acknowledgment of credit to the Department for
financial support. Grantee shall not utilize the materials submitted to the Department
(except data) for any profit-making venture or sell or grant rights te a third-party who
intends to do s0. The Department has the right to use submitted data for alt
governmental purposes.

VENUE: The Depariment and Grantee agree that any action arising out of this grant
shall be filed and maintained in the Superior Court, California. Grantee waives any
existing sovereign immunity for the purposes of this grant, if applicable.

STATE-FUNDED RESEARCH GRANTS

A Grantes shall provide for fres public access 1o any publication of a department-
funded invention or department-funded technology, Grantee further agrees to all
terms and conditions required by the Celifornia Taxpayer Access to Fublicly
Funded Research Act (Chapler 2.5 {commencing with Section 13888) of Part4.5
of Division 3 of Title 2 of the Governmeni Code).

B. As a2 condition of receiving the research grant, Graniee agrees 1o the following
terms and conditions which are set forth in Government Code Section 13989.6
(“Section 13989.67);

1 Grantee is responsible for ensuring that any publishing or copyright
agreements concerning submitted manuscripts fully comply with Section
1388498,

2) Grantees shall report to the Departmeant the final disposition of the
research grant, including, but not limited to, if it was published, when i
was published, where it was published, when the 12-month time period
expires, and where the manuscript will be available for open access.

33 For a manuscript that is accepted for publication in & peer-reviewed
journal, the Grantee shall ensure that an electronic version of the peer-
reviewad manuscript i available o the depariment an onh an appropriate
publicly accessible database approved by the Department, including, bui
not imited 1o, the University of Californig’s eScholoarship Rapository at
the California Digital Library, to be made publicly available not later than
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Exhibit D
Additional Provisions

Cancelation !/ Termination

A

This Grant may be cancelled by COPH without cause upon thirty (30} calendar days
advance written notice to the Grantee.

CDPH reserves the right to cancel or terminate this Grant immediately for cause. The
Grantee may submiit a written request to terminate this Grant only if CDPH substantially
falls to perform its responsibllities as provided herein.

The term “for cause” shall mean that the Grantee fails tc mest the {erms, conditions,
and/or responsibilities of this agreement. Causes for termination include, but are not
limited to the following occurrences:

13 If the Grantee knowingly furnishes any siatement, representation, warranty, or
certification in connection with the agreerment, which representation is materially

false, deceplive, incorrect, or incomplate.

23 If the Graniee fails to parform any material requirement of this Grant or defaults
in performance of this agreemeant,

3 if the Granise files for bankrupicy, or if COPH determines that the Grantee
hecomes financially incapable of compilsting his agresment.

Grant termination or cancellation shall be effective as of the date indicated in CDPH's
notification to the Grantee., The notice shall stipulate any final performance, invoicing or
payment requirements.

in the event of early termination or canceliation, the Grantee shall be entitled to
compensation for services performed satisfactorily under this agreement and expenses
incurred up to the date of cancellation and any non-carnicelable obligations incurred in
asupport of this Grant,

In the event of tarmination, and atthe request of CDPH, the Grantee shall furnish copies
of all proposals, specifications, designs, procedures, layouls, copy, and other materials
related to the services or deliverables provided under this Grant, wheather finished or in
progress on the termination dale.

The Graniee will nol be entitled to reimbursement for any expenses inourred for services
and deliverables pursuant to this agreement after the effective dale of termination.

Upon receipt of notification of termination of this Grant, and excent as otherwise
specified by COPH, the Grantee shall:

i3 Place no further order or subgrants for materials, services, or facilities.

2} Seatfie all outstanding liabilities and ail ¢laims arising out of such termination of
orders and subgrants.
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ExhibitD
Additional Provisions

3. Dispute Reosolution Process

A

A Grantee grievance exists whenever therg is a dispuis arising from CDPH's aclien in
the administration of an agreement. if there is a dispute or grievance between the
Grantes and CDPH, the Grantee must seek resclition using the procedure outlined

below.

1 The Grantes should first informally dizcuss the problem with the CDPH Program
Grant Manager. if the problem cannot be resoived informally, the Grantee shali
diract its grievance together with any evidence, In writing, to the program Branch
Chief. The grievance shall state the issues in dispute, the legal authority or other
basis for the Grantee's position and the remedy sought. The Branch Chief shall
render a decision within ten (10) working days after receipt of the written
grievance from the Grantee. The Branch Chief shall respond in writing to the
Grantes indicating the decision and reasons therefore. If the Granige disagress
with the Branch Chief's decision, the Grantee may appesal to the second level.

2) When appealing to the second level, the Grantee must prepare an appeal
indicating the reasons for disagreement with Branch Chief's decision. The
Grantee shall include with the appeal a copy of the Grantee's original statement
of dispute along with any supporting evidence and a copy of the Branch Chigf's
decisicn. The appeal shall be addressed to the Deputy Director of the division in
which the branch Is organized within ten (10) working days from receipt of the
Branch Chief's decision. The Deputy Direclor of the division in which the branch
is organized or histher designee shall meet with the Grantee to review the issues
raisad. A written decision signed by the Depuly Director of the division in which
the branch is organized or his/her designee shall be directed to the Grantee
within twenty (20) working days of receipt of the Grantes's second level appeal.

procedures set forth in Division 25.1 (commencing with Section 38050) of the Health and
Safety Code and the regulations adopted thereunder. (Title 1, Division 2, Chapter 2,
Article 3 (commencing with Saction 1140) of the California Code of Reguiations).

Bisputes arising out of an audil, examination of an agreement or other action not
covered by subdivision (a) of Section 20204, of Chapter 2.1, Title 22, of the California
Code of Regulations, and for which no procedures for appeal are provided in statute,
ragulation or the Agreement, shall be handled in acoordance with the procedures
identified in Sections 51018 through 51047, Title 22, California Code of Regulations.

Unless otherwise stipuiated in writing by CDPH, all dispute, grievance and/or appeal
correspondence shall be directed fo the CDPH Grant Manager.
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This California STD and HIV/AIDS Case Reporting System Data Use and Disclosure Agreement
(hereinafter referred to as "Agreement”) sets forth the information privacy and security
requirements that City of Long Beach (hereinafter referred to as *Data Recipient”) is obligated to
follow with respect to all STD and HIV/AIDS Case Reporting System data, and other personal
and confidential information, (as each of these types of data and information are defined
herein}, disclosed to Data Recipient by the Calitornia Department of Public Health {CDPH)
{such STD and Enhanced HIV/AIDS Case Reporting System [eHARS] DATA AND OTHER
PERSONAL AND CONFIDENTIAL INFORMATION ARE ALSO REFERRED TO HEREIN
COLLECTIVELY AS "Protected Data"). This agreement covers Protected Data inany medium
{paper, electronic, oral) the Protected Datla existin. By entering into this agreement, CDPH and
Data Recipient desire o protect the privacy and provide for the security of ail Prolected Data in
compliance with all siate and federal laws applicable to the protecied Data. Permission to
receive and use Protected Data requires execution of this agreement that describes the terms,
conditions, and fimitations of Data Reciplent’s use of the Protected Data

i Definitions:  For purposes of this agreement, the following definitions shall apply:
A Breach: "Breach” means:

1. The acquisition, access, use, or disclosure of Protected Data, in any
medium {paper, electronic, oral), in viclation of any state or federal law or
in a manner not permitted under this agreement, that compromises the
privacy, security, or integrity of the informatior. For purposes of this
definition, "compromises the privacy, securily, or inlegrity of the
information” means to pose a significant risk of financial, reputational, or
other harm 1o an individual or individuals; or

2. The same as the definition of “breach of the security of the system” set
forth in California Civil Code section 1798.29(d).

B, Conlfidential Information: "Confidential Information” means infarmation that:

1. Does not meet the definition of “public records” set forth in California
Covernment Code Section 6252, aubdivieion (2), or iz exempt from
disclosure under any of the provisions of Section 6250, et seq. of the
California Governmerl Gode or any other applicable staie or federal iaws;

2. Meels the definition of "confidential public health record” sel forth in
California Health and Safety Code Section 121035, subdivision {c); or

3. ls contained in documents, Hles, folders, books, or records that are clearly
iabeled, marked, or designated with the word “confidential” by CDPH.
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Disciogsure’ “Disclosure” means the release, transfer, provision of, access to, or
divulging in any other manner of information. "Disclosure” includes the
disclosure, release, fransfer, dissemination, or communication of all or any part of
any confidential research record orally, in writing, or by electronic means to any
person or entity, or providing the means for obiaining the records {California
Health and Safety Code Section 121035 and 121125).

eHARS Data: “eHARS data’ means data in or from the central registry
maintained by GDPH of demographic, clinical, HIV risk behavior, vital status,
health facility, and adminisirafive information on all reporied HIV infections and
AIDS diagnoses in California, known as eHARS. "eHARS data’ specifically
inchudes all information contained in or extrasted from the following:

1. The CDPH HIV/AIDS Confidential Case Report Form, Adult (CDPH
8841A};

2, The CDPH HIV/AIDS Confidential Case Report Pediatric Form (CDPH
8641P);

3. Birth certificate document;

4. Death document

5. Laboratory document;

6. Pre-test document;

7. Posttest document;

8. Administrative dala (document identificalion, system dates) from eHARS.

FPersonal Information: "Personal Information” means information that:

1. By itself, directly identifies, or uniguely describes an individual; or

2. Createz a substantial risk that it could be used in combination with other
information to indirectly identify or uniguelv describe an individual, or link
an individual to the other information; or

3 Meets the definition of “personal information” set forth in California Civil
Code Section 1788.3, subdivision (a}; or

g, le one of the dala elements sat forth in California Ol Code Section
1798.29, subdivisions {e)(1}, (&), 0r {3); or
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5. Meets the definition of "medical information” set forth in efther California
Civil Code Section 1798.29. subdivision {f}{2) or Galifornia Civil Code
Section 56.05, subdivision {g); or

6. Meets the definition of “health insurance information” set forth in
Califarnia Civil Code section 1798.29, subdivision (f}(3].

F. Protecied Data: "Protected Data” means data that consists of one or more of the
following types of information:

1. “eHARS Data,” as defined above; or
2. “‘Confidential Information,” as defined above; or
3. “Parsonal information,” as defined above.
G. Security Incident: "Security Incident” means:
1. An attempted breach; or
2. The attempted or successiul modification or destruction of Protected

Data. in violation of any state or federal law or in a manner not permitted
under this agreement; or

3. The attemptied or successful maodification or destruction of, or interference
with, Data Recipient’s system operations in an information technology
sysiem, that negatively impacts the confidentiality, availability, or integrity
of Protected Data, or hinders or makes impossible Data Recipient’s
receipt, coliection, creation, storage, transmission, or use of Protected
Data by Data Recipient pursuant 1o this agreement.

M. Use: “Use” meane the sharing, employment, application, utitization, examination,
or-analysis of information,

Background and Purpose: The CDPH Office of AIDS (OA] is designated by the
CGalitornia Health and Safety Code Section 131019 as the lead agency for coordinating
state programs, services, and activities relating to HIV/AIDS. The primary mission of OA
is o assess, prevent, and interrupt the ransmission of BV and Lo provide for the neeads
of infected Californians by identifying the scope and extent of HIY infection, providing for
the needs which it creates, and disseminating timely and complete information. OA s
responsible for oversight of HIV/AIDS case renorting in California and as such, maintaing
eHARS, a confidential, central registry of demographic and clinical informalion on ali
reporied HIV infections and AIDS diagnoses in California. Case counts generated by
this reporting system are used (o inform funding allocations for such programs and




City of Long Beach
Grant 19-10545
Page 4 of 19

Exhibit F

CALIFORNIA STD AND ENHANCED HIV/AIDS CASE REPORTING
SYSTEWM DATA USE AND DISCLOSURE AGREEMENT

activities as the Ryan White Program, Federal Centers for Disease Control and
Prevention (CDC) prevention, and surveillance. The Health Resources and Services
Administration uses HIV and AIDS case counis o determine Ryan White funding levels.
Through Ryan White, California receives funding for a wide variety of health care and
support services, which identify and coordinate efforts to assist California’s most
vuinerable HIV-positive populations. eHARS collects dala to support HIV/AIDS
sutveillance according io CDC standards. Thus, the sysiem is designed to collact,
organize, manage. store, and retrieve data CDC has identilied as necessary to conduct
HIV/AIDS case surveillance statewide.

The purpese of this agreement is to permit exchange of eHARS informatian between
California’s local health jurisdictions and CDPH. This exchange is necessitated by
California Code of Regulations (Title 17, sections 2502, 2505, and 264 1.5 through
2643.20), which dictates that case report information from laboratories and health care
providers is reportable to the local health officer who thereafter reports this information to
CDPH (a decentralized system). California’s decentralized eHARS thus facilitates local
as well as CDPH access o eHARS data to facilitate local care, prevention, and
surveillance activity, including local application to Federal Ryan White Part A funds and
locally tailored prevention services.

Legal Authority for Disclosure and Use of Protected Data: The legal authority for CDPH
o coltect, use, and disclose Protected Data, and for Data Recipient to receive and use
Protecied Data is as follows:

A, General Legal Authority:

iést'(}f R.e‘;}f}{tabie_:_{)iseas:es and Conditions:

1. California Health and Safety Code Secticn 120130 provides in part as
follows: “The department shall establish a list of reporiable diseases and
conditions. For each reportable digease and condition, the department
shall specify the timeliness of requirements related to the reporting of
each disease and condition, and the mechanisms required for, and the
content to be included in, reports made pursuant fo this section. The list
of repoitabie diseases and conditions may inctude both communicable
and noncommunicable diseases. Those diseases listed as reporiable
shall be properily reportad as required to the department by the health
officer,.. .

2, Title 17, California Code of Regulations, Section 2500, subdivision (g},
provides in part as follows: "Upon the State Department of Public
Health's request, a local health department shall provide fo the
department the information reporied pursuant to this section... .
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B, California HIV/AIDS-Specilic Legal Authorily:

1.

Disclosure Permitted for Public Health Purposes: California Health and
Safety Code Section 121025, subdivision {a) provides as follows: "Public
health records relating to [HIV/AIDS], containing personally identifying
information, that were developed or acquired by state or local public
health agencies, or an agent of such an agency, shall be confidential and
shall not be disclosed, except as otherwise provided by law for public

3

health purpeses.....”

Disclosure Permitted to Carry Out the Investigation, Control, or
Surveillance Duties of CDPH and Data Recipient: California Health and
Safety Code section 121025, subdivision (b), provides as follows: “in
accordance with subdivision (g) of Section 121022, a state or local public
health agency, or an agent of such an agency, may disclose personatlly
identifying information in public health records ... to other local, state, or
federal public health agencies ... when the confidential information is
necessary to carry out the duties of the agsncy ... in the investigation,
control, or surveillance of disease, as determined by the state or local
public health agency.”

Further Disclosure Permitied For Public Health Purposes: California
Healih and Safety Code Section 1210256, subdivision (¢) provides as
follows: “Except as provided in paragraphs (1) to (3), inclusive, any
disclosure authorized by stbdivision {a} or (b) shall include only the
information necessary for the purpose of thal disclosure and shall be
made only upon agreement that the information will be kKept confidential
and will net be further disclosed without written authorization, as
described in subdivision {(a)....7

Only Minimum Necessary Disclosure Permitied: Calitornia Health and
Safety Code Section 121025, subdivision (¢}, provides as follows: "Any
disciosure authorized ... shall include only the information necessary for
the purpose of that disclosure. ..

Agreemeant Required: Califernia Health and Safely Code Soction 121025,
subdivision {c). provides as foliows: “[Disclosure] shall he made anly
upon agreement that the information will be kept confidential and will not
be further dzsc!osed without written authorization {by the subject of the
information]. ..
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6. No Liability for HIV/AIDS Reporting: Califarnia Health and Safety Code
Section 120980, subdivision (i), provides an exemption from liability for
disclosure of HIV/AIDS reporting: “Nothing in this section imposes liability
or criminal sanction for disclosure of an HIV test, as defined in subdivision
{c) of Section 120775, in accordance with any reporting requirement for a
case of HIV infection, including AIDS by the [California Department of
Public Health]....”

7. AIDS Reporting: Title 17, California Code of Regulations, Section 2502,
subdivision (b}, provides in part as follows: Title 17, California Gode of
Regulations, Section 2502, subdivision (b}, provides in part as follows:
individual Case and Qutbreak Raporis: For the diseases listed below, the
lecal health officer shall prepare and send to the Department along with
the summary report described in {a) above an individual case or outbreak
report for gach individual case/outbreak of those diseases which the
Department has identified as requiring epidemiclogical analysis reported
pursuant to Section 2500. At the discretion of the director, the required
individual casefoutbreak report may be either a Confidential Morbidity
Report (PM-110 +/90), its electronic-equivalent ora hard copy 8.5 x 11
inch individual casefoutbreak report form. The Weekly Morbidity by Place
of Report form {DHS 8245 11/95) indicaies which format to use. Each
individual ease report shall include the following: 1) veritication of
information reported pursuant io Section 2500; 2} information on the
probable source of infection, if known; 3) laboratory or radiclogic fincings,
if any; 4) clinical signs and/or symptoms, if applicable; and 5) any known

epidemidlogical risk factors..... “An individual case report is required for
the following diseases: Acquired Immune Deficiency Syndrome
(AIDS)...."

g, HiV infection Reporting:

a. California Health and Safety Code Section 121022, subdivision {a)
provides: “Teo ensure knowlsdge of current trends in the HIV
epidemic-and o assure that California remains competitive for
federal HiV and AIDS funding, health care providers and
laboratories shall report cases of HIV infection to the local health
officer using patient names. Local health officers shall report
unduplicated HIV cases by name 10 theg [California Deparniment of
Public Heaith]”
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b. California Health and Safety Code Section 121022, subdivision (f)
provides: “State and local health department employees and
contractors shall be required to sign confidentiality agreement
developed by the department that include information related to
the penalties for a breach of confidentiality, and the procedures for
reporting a breach of confidentiality... ..

<. California Health and Safety Code section 121023, subdivision {a}
provides: “Subject to subdivision (b}, each clinical laboratory, as
defined in Section 1206 of the Business and Professions Code,
shall report all CD4+ T-Cell Test results to the local health officer
for the local health jurisdiction where the health care provider
facility is located within seven days of the completion of the CD4+
T-Celltest....”

d. Title 17, Calitornia Code of Regulations, Section 2643.15,
provides in part as follows: “The |ocal health officer or his or her
authorized designee shall match and unduplicate laboratory
reports of confirmad HIV tests with the local heaith department
HIV/AIDS regisiry database and with HIV/AIDS ¢ase reports
received from health care providers and notentered into the
database. The health officer or his or her authorized designee
shall, within 45 calendar days of receipt of a laboratory report of a
confirmed HIV test, submif unduplicated HIV/AIDS case reporis to
the Depariment.”

C. Health insurance Portability and Accountability Act {HIPAA) Authority:

1.

CDPH HIPAA Status: CDPH is a "hybrid entity” for purposes of
applicability of the federal regulations entitled, “Standards for Privacy of
Individually identifiable Health information,” {"Privacy Rule™) (Title 45,
Code of Federal Regulations, Part 160, 162 and 164) promuigated
pursuant to HIPAA (Title 42, United States Code, Sections 1320d -
13204-83, Al of the CDPH programs that coliect, use, or discloso
Protecied Data have been dasignated by COPH as HiPAA-covered
‘health care componentis” of COPH. {Tille 45, Code of Federal
Regulations, Seclion 184.504{c)(3){ii).)

Parlies Are “Public Health Authorities”: COPH and Data Recipient are
esach a ‘public health authority” as that ferm iz defined in the Privacy Rule.
(Title 45, Code of Federal Regulations, Sections 164.501 and
164.512(b)(1)(i).)
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3. Proiected Data Use and Disclosure Permitied by HIPAA: Tothe extenta
disciosure or use of Protected Data is a disclosure or use of “Protected
Health Information” (PHI) of an individual, as that term is defined in
Section 160.102 of Title 45, Code of Federal Regulations, the following
Privacy Rule provisions apply to permit such Protected Data disclosure
and/or use by CDPH and Data Recipient, without the consent or
authorization of the individual who Is the subject of the PHL

a. The HIPAA Privacy Rule creates a special rule for a subset of
public health disclosures whereby HIPAA cannot preempt state
law if, "[t]he provision of state law, including stale procedures
established under such law, as applicable, provides for the
reporting of disease or injury, child abuse, birth, or death, or for
the conduct of public health surveillance, invesligation. or
intaervention.”” {Title 45, Code of Federal Reguiations, Section
180.203{c)) [NOTE: See Seclion IV.A and IV.B, above.]

b. A covered entity may disclose PHI to a “public heaith authority”
carrying out public health activities authorized by law (Title 45,
Code of Federal Regulations, Section 164.512{bj).).

. Other, non-public health-specific provisions of HIPAA may also
provide the legal basis for all or specific Protected Data uses and
disciosures.

Disclosure Restrictions: The Data Recipient, and its employees or agents, shall protect
from unauthorized disclosure any Protected Data. The Data Recipient shall not disclose,
axcept as otherwise specifically permitted by this agreement. any Protected Data to
anyone other than CDPH, except if disclosure is allowed or required by state or federal
Faw,

Use Restrictions: The Data Recipient, and its employees or agenis, shali not use any

Protected Data for any purpose other than carrying out the Data Recipient's obligations
under the statutes and requlations set forth in Section IV, aboeve, or as otherwise allowed
of required by stale or federal law.

Safeguards: Data Recipient shail implement administrative, physical, and technical
safeguards that reasonably and appropriately protect the privacy, confidentiality,
securily, integrity, and availability of Protectsd Data, including electronic or ¢computerized
Protected Data. The Data Recipient shall develop and maintain a written information
privacy and security program that includes administrative, technical, and physical

safeguards appropriate to the size and complexity of the Data Recipient’s operations
and the nature and scope of its activities in performing its legal obligations and duties
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(including performance of its duties and obligations under this agreement), and which
incorporates the requirements of Section VI, Security, below. Data Recipient shall
provide CDPH with Data Recipient’s current and updated policies.

Security: The Data Recipient shall take all steps necessary o ensure the continuous
security of all computerized data systems containing Protected Data. These steps shall
include, at a minimum;

Al Complying with all of the data system security precautions listed in the Data
Recipient Data Security Standards set forth in Attachrment A to this agreement.

B. Providing a level and scope of securily that is at least comparable to the level
and scope of security established by the Office of Management and Budget
(OMB) in OMB Circutar No. A-130, Appendix Hi — Security of Federal Automated
information Systems, which sets forth guidelines for automated information
systems in Federal agencies; and

in case of a conflict between any of the security standards contained in any of
the aforementioned sources of security standards, the most stringent shall apply.
The most stringent means that safeguards which provides the highest level of
protection to Protected Data from breaches and security incidents.

Security Officer: The Data Recipient shall designate a Security Officer to oversee iis
compliance with this agreement and for communicating with COPH on matters
concerning this agreement.

Training: The Data Recipient shall provide training on its obligations under this
agreement, at its own expense, 1o all of its employees who assist in the performance of
Data Recipient's obligations under this agreement, or otherwise use or disclose
Frotected Data.

Al The Data Recipient shall require each employee who receives iraining to sign a
certification, indicating the employee’s name and the date on which the training

was completed.

B. The Data Recipient shall retain each employee’s written certifications for COPH
inspection for a period of three years following contract termination.

Emplovee Discipling: Data Recipient shall discipline such employees and other Data
Recipient workforce members who intentionally viclate any provisions of this agreement,
including, if warrantad, by termination of employment.
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Employee/Contractor Security and Confidentiality Agreement: Prior to accessing

protected data, Data Recipient employeas and contractors wiit sign COPH's
confidentiality agreement, provide signed copies of these agreements to COPH and
review these agreements annually as required by law (see Aftachment B, *Agreement by
Employee/Contractor to Comply with Confidentiality Requirements” (CDPH 8689}).

Breach and Secutity Incident Responsibilities:

A

Notificalion 1o CDPH of Breach or Security ingident: The Dala Recipient shail

notify CDPH immediately by telephone call plus emall or fax upon the
discovery of a breach (as defined in this agreement), or within 24 hours by
email or fax of the discovery of any securily incident (as defined in this
agreement). Notification shall be provided to the CDPH Program Manager, the
COPH Privacy Otficer, and the CDPH Chief Information Security Officer, using
the contact information listed in Section XIKE), below. If the breach or security
incident occurs after business hours or on a weekend or holiday and involves
Protected Data in electronic or computerized form, notification to CDPH shali be
provided by caliing the CDPH Information Technology Service Desk at the
tefephone numbers listed in Section XH(E), below. For purposes of this section,
breaches and security incidents shall be treated as discovered by Data Recipient
as of the first day on which such breach or security incident is known 1o the Data
Recipient, or, by exercising reasonable diligence would have been known {o the
Data Recipient. Data Recipient shall be deemed to have knowledge of a breach
or security incident if such breach or security incident is known, or by exercising
reasonable diligence would have been known, {6 any person, other than the
persan commitiing the breach or security incident, who is an employee or agent
of the Data Recipient.

Data Recipient shail take:

1. Erompt corrective action fo mitigate any riske or damages involved with
the hreach or securily incident and to protect the operating environment;
and

2. Any action pertaining to a breach required by applicable federal and state

laws, including, specifically, California Civil Code Section 17988.29.

Investigation-of Breach: The Data Recipient shall immediately investigate such
breach or security incident, and within 72 hours of the discovery, shall inform the
CDPH Frogram Manager, the CDPH Privacy Officer, and the CDPH Chief
information Security Officer of:
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1. What data elements were'invoived and the exiant of the datainvolved in
the breach, including, specifically, the number of individuals whose
personal information was breached.

2. A description of the unauthorized persons known or reasonably belisved
10 have improperly used the Protected Data and/or a description of the
unauthorized persons known or reasonably believed to have improperly
accessed or acguired the Protected Datg, or to whom it is known or
reasonably believed to have had the Protected Data improperly disclosed

to them.

3. A description of where the Protected Data is believed to have been
improperly used or disclosed.

4. A description of the probable causes of the breach or security incident.

53 Whether California Civit Code Section 1798.29 or any other federal or
state laws requiring individual notifications of breaches have been
friggered.

Written Repori: The Data Recipient shali provide a written report of the
investigation to the COPH Program Manager, the CDPH Privacy Officer, and the
CDPH Chiel Information Security Officer within-five working days of the discovery
of the breach or security incident. The report shall include, but not be limited to,
the information specified above, as well as a full, detailed corrective action pian,
breach or security incident, and measures 1o be taken 1o preverit the recurrence
of such breach or security incident.

Notification 1o Individuals: If notification to individuals whose infermation was
breached is reguired under state or federal law, and regardiess of whether Data
Recipient is considered only a custodian and/or non-owner of the Protected Data,
Data Recipient shall, at ifs sole expense, and at the sole election of CDPH,

aither:

1. Make notification 1o the individuals aflected by the breach {including
substitute notification), pursuant to the content and timeliness provigions
of such applicable state or federal breach notice of laws. The CDPH
Privacy Qfticer shall approve the time, manner, and content of any such
netifications, prior te the tranamission of such notifications to the
individuals: or

2. Cooperale with and assist CDPH in its notification (including substitute
notification) to the individuals affected by the breach.
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E. CDPH Centact Infermation: To direct communications to the above-referenced

CDPH staff, the Data Recipient shall initiate contact as indicated herein. CDPH
reserves the right to make changes to the contact information below by giving
written notice to the Data Recipient. Said changes shaill not require an
amendment o this agreement.

COPH Program
Manager

CDPH Privacy Officer

CDPH Chief Information
Security Officer

See the Scope of Work
exhibit for Program
Contract Manager

Privacy Officer

Privacy Office

Office of Legal Services
California Dept. of Public Health
1415 L Street, Suile 600
Sacramenio, CA 85814

Email: privacvi@cdph.ca.gov
Telephone: (877} 421-0634

Chief Information Security Officer
information Security Office
California Dept. of Public Heaith
P.O. Box 997377, MS6302
Sacramento, CA 95899-7377

Email: cdphiso@cdph.ca.gov
Telephone: (855).506-0016

indemnification: Data Recipient shall indemnify, hold harmiess, and defend CDPH from

and against any and all claims, losses, liabilities, damages, costs, and other expenses
{including attorney fees) that result from or arise directly or indirectly cut of orin
connection with any negligent act or omission or willful misconduct of Data Recipient, #ts
nificers, employees or agents relative to the Protected Data, including without limitation,
any violations of Data Recipient’s responsibilities under this agreement.

XV,

Term of Agreement: This agreement shall remain in effect for three years after the latest

signature date in the signature biock below. After three years, this agreement will expire
without further action. If the parties wish to exiend this agreement, they may do so by
reviewing, updating, and reauthorizing this agreement. The newly signed agreement
should expiicitly supersede this agreement, which should be referenced by agreement
number and dale in Section | of the new agreement. If onie or both of the parties wish 1o
terminate this agreement prematurely, they may do so upon 30 days advance natice.
CDPH may also terminate this agreement pursuant {o Section 1V or XVIi, below.

XV.

Termination for Causs:

A Termingtion Upon Breach: A breach by Data Recipient of any provision of this

agreement, as determined by GDPH, shall constitute a material breach of the
agreement and grounds for immediate termination of the agreement by CDPH.
Al its eole discretion, CDPH may give Data Recipient 30 days 1o cure the breach.
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B. Judicial or Admiinistrative Proceedings: Data Recipient will notify GDPH if it is
named as a defendant in a criminal proceeding related to a viclation of this
agreement. CDPH may terminate the agreement if Data Recipient is found guiity
of a criminal violation related to a viclation of this agreement. CDPH may
terminate the agreement if a finding or stiputation that the Data Recipient has
violated any security or privacy laws is made in any adminisirative or civil
proceeding in which the Data Recipient is a party or has been joined.

Return or Destruction of Protected Data on Expiration or Termination: On expiration or
termination of the agreement betwesen Data Recipient and COPH for any reason, Data
Recipient shall return or destroy the Protected Data. [If return or destruction is not
feasible, Data Recipient shall explain to CDPH why, in writing, to the CDPH Program
Manager, the CDPH Privacy Officer, and the CDPH Chief information Security Officer,

using the contact information fisted in Section Xill(k), above.

A Retention Required by Law: If required by state or federal law, Data Recipient
may retain, after expiration or termination, Protected Data for the time specified
as necessary to comply with the law.

B. Obligations Continue Until Return or Destruction: Data Recipient's obligations
under this agreement shall continue untit Data Recipient destroys the Protected
Data orreturns the Protected Data to CDIPH: proviced, however, thal on
expiration or termination of the agreement, Dala Recipient shall not further use or
disclose the Protected Data except as required by state or federal law.

G. ‘Notification of Flection to Destroy Protected Data: If Data Recipient elects {o
destroy the Protected Data, Data Recipient shall certify in writing, to the CDPH
Program Manager, the CDPH Privacy Officer, and the CDPH Chief information
Security Officer, using the contact information listed in Section XIIKE), above,
that the Protecied Data has been destroyed.

Amendment: The parties acknowladge that federal and state laws relaling to information
security and privacy are rapidly evelving and that amendment of this agreement may be
reguired to provide for procedures to ensure compliance with such laws. The parties
specifically agree 10 take such action as is necessary o implement new standards and
requirements imposed by regulations and other applicable laws relating to the security or
privacy of Protected Data. Upon CDPH request, Data Recipient agrees o promptly
enter into negetiations with COPH concerning an amendmant 1o this agresment
embodying written assurances consistent with new standards and requirements imposed
by regulations and other applicable laws, CDPH may terminate this-agreement upon 30
days wrillen nolice in the evenl:
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A. Data Recipient does not promptly enter into negotiations tc amend this
agreement when requested by CDPH pursuant 1o this section; or

B. Data Recipient does not enter into an amendment providing assurances
regarding the safeguarding of Protected Data that CDPH in its sole discretion
deems sufficient lo satisty the standards and requirements of applicable laws and
regulations relating to the security or privacy of Protected Data.

Assislance in Litigation or Administrative Proceedings: Data Recipient shall make itself
and any employees or agents assisting Data Recipient in the performance of its
obligations under this agreement available to CDPH at no cost to CDPH 1o lestify as
witheseas, of otherwise, in the event of litigation or administrative proceedings being
commericed against CDPH, its director, officers, or empioyees based upon claimed
viclation of laws relating fo security and privacy, which involves inactions or actions by
the Data Recipient, except where Data Recipient or its employee or agant is a named
adverse party.

Disclaimer: CDPH makes no warranty or representation that compliance by Data
Recipient with this agresment will be adequate or satisfactory for Data Recipient’s own
purposes or that any information in Data Recipient's possession or control, or
transmitted or received by Data Recipient, is or will be secure from unauthorized use or
disclosure. Data Recipient is solely responsible for all decisions made by Data Recipient
regarding the safeguarding of Protecled Data.

Transfer of Rights: Data Recipient has no right and shall not subcontract, delegate,
assign, or otherwise transfer or delegate any of is rights or abligations under this
agreement to any other person or entity. Any such transfer of rights shall be null and
void.

No Third-Party Beneficiaries: Nothing expregses or implied in the terms and conditions

of 1his agreement is intended 1o confer, nor shall anything herein confer, upoen any
person other than COPH ¢r Data Recipient and their respective successors of
assignees, any rights, remedies, obligations, or liabilities, whalgoever.

Interpretation: The terms and conditiens in this agreement shall be interpreted as
broadly as necessary to implement and comply with reguiations and applicable State
and Federal laws. The parties agree that any ambiguity in the terms and conditions of
this agreement shall be resolved in faver of a meaning that complies and is consistent
with federal and state laws.

Survival: The respective rights and obligations of Data Recipient under Sections Vi,
VI, and Xii of thig agreameni shall survive the fermination or expiration of this
agreement.
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XXIV. Entire Agreement: This agreemant constitutes the entire agreement between CDPH and
Data Racipient. -Any and all modifications of this agreement must be in writing and
signed by all parties. Any oral representations or agreements between the parties shall
be of no force or sffect.

XXV, Severability: The invalidity in-whole or in part of any provisions of this agreement shall
notvoid or affect the validity of any other provisions of this agreement.
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Attachment A
Data Recipient Data Security Standards

General Security Controls

A

Confidentiality Statement. All persons that will be working with CDPH PCi

General Use, Security and Privacy safeguards, Unacceptabie Use, and
Enforcement Policies. The statement must be signed by the workforce member
prior to access to CDPH PCIL. The statement must be renawed annually. The
Contractor shall retain each person’s writien confidentiality statement for CDPH
ingpection for a period of three (3) vears following contract termination.

Background check. Before a member of the Contractos’s workforce may
access CDPH PCL, Contractor must conduct a thorough background check of
that worker and evaluate the results to assure that there is no indication that the
worker may present a risk for theft of confidential data. The Contractor shall
retain each workforce member's background check documentation for a peried of
three (3) years following contract termination.

Worksiation/Laptop encryption. Al workstations and lapteps that process
and/or store CDPH PCI must be encrypted using a FIPS 140-2 certified
algorithm, such as Advanced Encryption Standard (AES), with a 128-bit key or
higher. The encryption solution must be full disk unless approved by the CDPH
information Security Office.

Server Securily. Servers containing unencrypted CDPH PClmust have
sufficient administrative, physical, and technical controls in place to protect that
data, based upon a risk assessment/sysiem security review.

#Minimum Necessary. Only the minimum necessary amount of CDPH PCI
required to perform necessary business functions may be copied, downloaded,

or exporied.

Removabie media devices. All electronic files that contain CDPH PCI data
must be encrypted when stored on any removable media or portable device {i.e.
USB thumb drives, floppies, CD/DVD, smart devices tapes eic.). PCl must be
encrypted using a FIPS 140-2 certified algorithm, such as Advanced Encryption
Standard (AES), with & 128bit key or higher

Antivirus software. All workstations, laptops and other systems that process
and/or store CDPH PCI mustinstall and actively use a comprehensive anti-virus
software solution with automatic ypdales scheduiled at teast daily.
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Patch Management. All workstations, laptops and other sysiems that process
andior store COPH PCI must have operaiing system and application security
patches applied, with system reboot if necessary. There must be a documented
patch management process which determines instaliation timeframe based on
risk assesement and vendor recommendaijons. At a maximum, all applicabie
patches must be installed within 30 days of vendor release.

User IDs and Password Controls. All users must be issued a unigue user
name for accessing COPH PCIL Username must be promptly disabled, deleted,
or the password changed upon the transfer or termination of an employee with
knowledge of the password. Passwords are riot 1o be shared, must be at least
eight characters, must be a non-dictionary word, must not be stored in readable
format on the computer, must be changed every 60 days, must be changed if
revealed or compromised, and must be composed of characters from at least
three of the following four groups from the standard keyboard:

Upper case lefters (A-Z}

Lower case letters (3-2)

Arabic numerals (0-9)

Non-alphanumeric characters {punctuation symbols)

¢ % e @

Data Sanitization. Al CDPH PCI must be sanitized using NIST Special
Publication 800-88 standard methods for data sanitization when the CDPH PClis
no longer needed.

2. System Security Controls

A

System Timeaut. The system must provide an automatic fimeout, requiring
reautheniication of the user session after no more than 20 minutes of inactivity.

Warning Banners. All systems containing COPH PCl must display a warning
hanner each time a user attempis access, stating that data is confidential,
systems are logged, and system use ig for business purposes only. User must
be directed 1o log off the system if they do not agrec with these reguirements.

Sysfem Logging. The system must mainiain an automated audit trail that can
identify the user or system process which initiates a request for CDPH PGl or
which alters COPH PCl The audit trail must be date and time stamped, must log
hoth sucesssful and failed acesssas, must beread only, and must be restricted
to avthorized users. This logging must be included Tor all user privilege leveis
including, but not limited to, systems administrators. If COPH PClis storedin a
database. database logging functionality must be enabled. Audit rail data must
be archived for at least 3 years afler ooourrence.
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Access Controls. The system must use role based access controls for all user
authentications, enforcing the principle of least privilege.

Transmission encryption, All data tfransmissions of GOPH PGl cutside the
contractor's secure internal network must be encrypied using a FIPS 140-2
certified algorithin, such as Advanced Encryption Standard {AES), with a 128-bit
key or higher. Encryption can be-end to end at the network level, or the data files
containing CDPH PCI can be encryptad. This requirement pertains 1o any type
of COPH PCHin motiorr such as website access, file transter, and E-Mail.

infrusion Detection. All systems invelved in accessing, holding, transporting,
and protecting CDPH PCI that are accessible via the Internet must be protected
by a comprehensive intrusion deiection and prevention soiution.

3. Audi Controls

A

System Security Review. All systems processing and/or storing CDPH PCI
must have at least an annual system risk assessment/security review which
provides assurance that administrative, physical, and technical conirols are
functioning effectively and providing adequate levels of protection. Reviews shall
include viilnerability scanning tools.

Log Reviews. All sysiems processing and/or storing CDPFH PCI must have a
routine procedure in place o review system logs for unauthorized access.

-Change Control. All systems processing and/or stering- CDPH PCI must have a
documented change conirel procedure that ensures separation of duties and
protects the confidentiality, integrity and availabilily of data.

4. Business Continuity / Disasier Recovery Controis

A.

Disaster Recovery. Contractor must establish a documented plan to enable
cortinuation of critical business processes and protection of the security of
glectronic CDPH PCIlin the event of an emergency. Emergency means any
circumstance or situation that causes normal computer operations 1o become
unavailable for use in performing the work reguired under this agreement for
maore than 24 houwrs,

Data Backup Flan. Contractor must have established documented procedures
10 securely backup CDPH PCI to maintain retrievable exact copies of CDPH PCL
The backups shall be encrypted. The plan mustinclude a regular schedule for
making backups, storing backups offsite, an inventory of backup media, and the
amount of ime to restore CDPH PCI should #t belost. At a minimum, the
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schedule must be a weekly full backup and monthly ofisite storage of CDPH
data.

Paper Doecument Controls

A.

Bupervision of Data. COPH PCI in paper Torm ghall not be left unattended at
any time, unless itis locked in a file cahinet, Kle room, desk or office.
Unattended means that information is not being observed by an employee
authorized 1o access the information. CDPH PClin paper form shali not be left
unaitended at any time in vehicles or planes and shall not be checked in
baggage on commercial airplanas.

Escorting Visitors. Visitors 1o areas where COPH PCl is contained shall be
escoried and COPH PHI shall be kept out of sight while visitors are in the area.

Confidential Desiruction. COPH PCl must be disposed of through confidential
means, using NIST Special Publication 800-88 standard methods for data
sanitization whan the COPH PSCH i5 no longer needed.

Removai of Data. CDPH PCImust not be removed from the premises of the
Contracior except with express wrilten permissicn of CDPH.

Faxing. Faxes containing CDPH PCI shall not be left unattended and fax
machines shall be in secure areas. Faxes shall contain a confidentiality
statement notifying persons recelving faxes in-error to destroy them. Fax
numbers shall be verified with the intended recipient before sending.

Mailing. CDPH PCi shall only be mailed using secure methods. Large volume
mailings of COPH PHI shall be by a secure, bonded courier with signature
required on receipt. Disks and other transportable media sent through the mail
must be encrypted with a CDPH approved solution, such as a solution using a
vendor product specified on the CALIFORNIA STRATEGIC SOURCING
INITIATIVE.



